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Abgract

Electronic patient record system must grant adequiate accessright
to healthcare practitioners at point-of-care while suppressing
inappropriate access, but legacy sysem design can nat satidy
these conflicting reguirements  The conbination of the three
portions, (i) Access Contral metrix, (i) Three Tier Cascading
Saff-Group Authoring Modd based on Hedlthcare Party in
hospital Modd, and (iii) Patient-Doctor Relation and Clinical
Stuation Modd, isableto cover almog all factorsfor preciserole
representation and exact access reason darification for each
acoess in an dectronic patient record sytem  This approach
provides the fledble access control environment, awoiding
adminidrative conpledty and combination eqloson without
security breach, because traceability is guaranteed with the
darification of the aocess reason and the capadity to act in each
access by snple few sep manipulation.  These designs and the
environment prepare theway to patient’ s assessment and contral.
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Introduction

In hospita information system (HIS), or dectronic petient record
sysem (EPRS), system account management and access corttrol
has three sgnificant parts security and confidentiaity, human
resource management, and workflow contral.

However, in mog HIS, the rigid legacy and tight access control
mechanism have prevented to provide both hedthcare
practitioners and sysem adminigraiors with amart solutions: (i)
granting enough access right to hedthcare practitioners for
flexibly pursiing cure and care jobs a point-of-care while
uppressing ingpproprigte access [1, 2, 3, 4], (i) stidfying
timeto-time request of the sysem setup or its setup changes a
point-of-care, and (iii) preparing adequate sysem adminigration
mechaniam to system adminidrators for suppressing the increase
of management codts in system account and access contral.  In
addition, (iv) patients request to assess the gppropriateness of Saff
accessss of their dinicd and sodd data and informetion, and
desire to contral or protect the accesses of hospitd gaff and
researchers[6, 7, §).

To resolve these problems system should record the role of
operator and access reason in each access S that each aocess
should be contralled.  Some of the roleswould be determined by
license, degree, department, title and pogtion. However legecy
sysem design has nat enough ability to represent care group and
acoess reeson. Therefore, the authors have desgned a new
mechanism and implemented them in the actud EPRS.

M ethods

Environments

In Tokyo Medica and Dertd University Dentd Hospitd, the
EPRS has been ingtdled and used for past decade, by the dinicd
daffs themsdves directly operaing the EPRS a the point-of-care.
The EPRS is designed as the browsing platform for the whole
data or information, and a the same time, as the operationd
platform for dl order/entry proceduresintheintegrated HIS.

This HIS has some subsystems and the computer network of the
HIS is ar-ggpped from the campus network or from the Internet.
The authertication mechaniam is fundamentally homogeneous,
and the PC termind gpplication has an autometic timeout-logoff
function.

Desgn

Hedlthcare Party in hospital Modd
Thereared least two kinds of hedthcare party in ahospitd, oneis
cinicd department and ancther is care group.  They differ from
eech other & the fallowing points lifetimelength or refresh cyde,
dominance of athority [9].

Therdfore we didinguish “Care Group dass’ from the
“Depatmeatt dass’ in hedthcare paty modd, by granting
“Ownership Attribute’ to “Care Group dass’ and preparing
“Cod/Profit Didribution Policy dass’ as an assodiate dass. In
other words, a cartain g&ff is “dfilisted’ to a certain department,
and a the sametime, shelheisaso adleto “own” care group(s) in
ned if shethe has been authorized beforehand, or, sheheisdso
“dfiliated” to caregroup(s).

In the actud system, filiation to a department is represented in
Access Control Matrix (ACM) and managed by sydem
adminidrator. On the other hand, ownership or afiliation with
care group(s) is represented in ancther gace, Care Group
Authoring Area. Thisimpliesthe possihility thet the care group



control mechaniam works independently from the access control
mechanismwith ACM.

Cascading AuthoringModd

Adminidrative procedure is desgned based on three tier
cascading gaff-group authoring modd.  Each tier repectivdy
corresponds to authorization procedure, certifying procedure, and
recruiting procedure, inthered world.

In the fird tier, a sysem adminigrator certifies a “group heed
cartifying person” according to the request and authorizetion by
directors  In the second tier, the “group head cartifying person”
cartifies “group head(9”. And the findly, a “group head’
recruits its members from medicd d&ffs ingde the department or
from other departments[9).

Reation and Stuation Modd

The information of the “access reasons for patiet dad’ hes
multi-axia agpects of course, but for implementation, the method
and mechanism for acoess reason representation should besmple.
The patient-doctor relation and dinicd stuaion modd isdesigned
toresolvethis reguiremen.

Ore of the “rddions and Stuations’ is recorded as an acoess
reason, and they are dassified into the followings[5];

in charge in charge of pre:examination,
on behdf df, on night shift,

in emergency, for conaitation,

asan auditor

Items are presat in the system to darify and specify the "rdaion
and Stuation” inadinicd sceneastheaccessreason.  [naddition,
this modd aso contains time parameter, so that vaid period or
duration can be controlled, when needed [5];
congant (ex. doctor or care group in charge)
periodical (ex. anesthetigt or ICU &)
intermittent  (ex. Some kinds of thergpeutic support)
unsettled (ex. conaultation)
Thisinformation isrecorded in the accesslog.
Login sequenceand AccessLog
When the login-module is booted from a PC termind, our HIS
records “When” and “Wheré' a firg then request account and
passwvord.  “Wha', “what licensg’ and “what department” are
recorded consequently, with Saff detabaseand ACM [5, 9.
Next, our EPRS islaunched, and it requests the daification of the
cgpadity under which hedthcare party-in-hospitd  shehe is
dating to act, and record it as “what capecity” [9]. Then the
EPRSfocuses on the target patients.
Before opening amedicd chart of acartain patient in EPRS, S&ff
isrequired to meke the dedaration on the patient-doctor rdation or
the dinicd gtuation & the point-of-care as the reason for the
access. Neadlessto say, the EPRS records “Why' and “Whose’
[59.
The EPRS d0 records “Which data andlor information” is
accessed, and “What medicd action” isperformed [5, 9.

Reaults

Plagticity and Easy Access for both usersand admins

The Rdation and Situation modd resolves the legacy problem,
“could not access dthough the information was necessary &
point-of-care/cure’, with smple two gep manipulaion, and
sdidfies timetotime requests  In addition, the combination of
“cgpadity to act” and “access reason” uppresses ancther legacy
problem, “was able to access without appropricte ressons for
care/cure or managemant”.  (Seenext sub section)

The Cascading Authoring mode based on the Hedlthcare Party in
hospitd modd  avalls end users redructuring of care groups
without any latency.

Sysem adminigration work for sysem adminigrators have not
increased.  Ther only job is the regidration of about a dozen
“group heed certifying persons’.

No Security Breach: Pear Watch and Patient’sAssessment

Wedso prepared the* access audit window” inthe EPRSto avoid
security breach.  This retrieves the acoess log concerned with the
target petient, and digolays them, as “doctor X accessed the
infection datawindow of petient Z for the reason of night dhift in
the cgpadity of respiratory care unit during deven pm to midnight
at termind number 99", All of 6W and moreareinduded.
These access higories are dways accessble for peer review and
the assessment by the patient. Therefore we believe thisis very
effectivein suppressng ingppropriate acoess.

Discussons
Advantagesand Limitations

Smplicity and Effectiveness

We bdieve that the solution should be as Smple as possible and
cod effective for the implementation of actud sysem in alarge
hogpitdl.

Our Solution provides representation of dmost dl factors of role
and reason with easy manipulation, falowing the timeto-time
changes at point-of care with the combination of the three designs,
without security breach.

The smplicity and effectivenessis sustained by the darification of
the acoess resson and the cgpadity to act in each access.
Necessity of Access Reason and Capadity to Act

Care group or department may determine the role and/or access
reeson of an operaor, in some casss, in vme extet.  The
information about the afiligtion with a hedthcare paty in a
hospitd would determine the “rde in a hospital” of a g&ff.
However, it is not enough to determine the exact “resson for
aocess’ to acertain patient' sdata, and it does not dway's represent
thegdf “roletoacertain patient” or the” capedity to act”.

In fact, sysem has no capebility to identify the access reason of
the operatar.  Therefore, the dedlaration of the access reason is




essentid for peer review and patient assessment.

More discusson about the credibility and rdigbility of the
declaration are described in the previous peper [5).

Coverage

Our designs cover some agpects of security and confidentidity; (i)
Security of privecy and Secrecy contrdl, (i) Balance between the
bendfit protection of the patient and that of the community in
hospitd, and (jii) Cost management of the security leve contral,
within thesame indtitution.

They do not cover (iv) Prevertion of leskage / theft, and arenct
regarding the security for hardwarenetwork nor the dternative to
security mechanism for hardware/network.

Sysem Audit Toal

Our sysem holds operator’s behavior in the system with hisrole
to a certain patient and access reesons. This means the sygem
hes potentid power of drong audit-ability, but we have not
developed such an andysstodl yet, smply because of the lack of
timeand money. Sowe should developiit in the near future
Comparison with Public Key Infragructure (PK1)

PKI isableto support secureidenttification, and dso hastheahility
of representation of severd roles. However, PKI would increese
adminigration cog, and has no compliance to timeto-time
changes & point-of-care, assameas ACM.  In addition, PKI has
no &hility to represent the exact “reason for access”.

The purpose of our modds and methods are quite different from
PKI, so thet PKI is not able to replace our modds and methods.
At mogt, ACM mey be ableto replaced, in our environment.

Patients Control

During Clinical Procedures

Our sygem environment haes availed the patient’s assessment on
the hospitd gaf access to the patient’'s own datalinformation.
Therefore we have prepared to deveop the module that reflects
patient’ s consent when distlosing dinical data to the concerned.
This function seems to be theoreticdly essy to devdop.
However, we guess there needs to be another innovaion in
implementation to actud sysem, to avoid computaiond
over-load aigng from multi-axid and multi-layer checking
required for access control.

Research Aid

The latest gandards and regulaions refer the necessity of patient
congent when using and disclosing their dataand informetion both
for trestment and for dinical research, especidly when those data
and information can be individudly identifisle [6, 7, 8]. The
procedure of obtaining such an authorized agreement document
may be rather smple. However, how about the daily procedure
of information exraction and disdosng? And, how about
conpliancereview procedures?

It isobviousthet the helpsis needed from information technology,
not only powerful identification technology but dso the sysem

design for the ressoning of access and the tracking capahilities of
“access reason” and “ capadity to adt”.  We authors bdieve our
designs can make some contributionsto these aspects.

Condusgons

The combination of the three portions (i) Access Control meatrix,
(ii) Three Tier Cascading Staff-Group Authoring Modd base on
Hedthcare Paty in hospitd Modd and, and (jii) Patient-Doctor
Reation and Clinicd Stuaion Modd, is able to cover dmost dll
factors for precise role representation and exact acoess reason
daification in eech accessin ahospita information system.

This gpproach provides the flexible access control environment,
avoiding adminigrative complexity and combination explosion
without security breach. These dedgns and the environment
prepare theway to patient’ s assessment and control.
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